
This statement is provided with the intention to comply with your right to be informed 
under the General Data Protection Regulation. We have also considered your rights 
under the Privacy and Electronic Communications Regulations. 
We may collect and use the following personal information about you: 

• Your name and contact information, including email address and telephone
number and company details if applicable

• Information to enable us to check and verify your identity, e.g. your date of birth
• Your gender information, if you choose to give this to us
• Your billing information, transaction and payment card information
• Your professional or personal online presence, e.g. LinkedIn profile, if you share

it with us
• Your contact history, transaction and instruction history with us
• Your nationality and immigration status and information from related documents,

such as your passport or other identification, and immigration information, e.g. if
you are a potential tenant applying for a tenancy

• Information to enable us to undertake Anti Money Laundering and Terrorist
Financing electronic checks on you

• Land registry searches relating to your property or Anti Money Laundering
checks.

This personal information is required to provide our services to you. If you do not 
provide personal information we ask for, it may delay or prevent us from providing 
services to you. 
We may hold and process the following information: 

• Estate Agency– Your personal and contact details, including your name, address,
telephone numbers, emails. We may also hold information provided by you
relating to your financial ability to purchase property.

• Property Management department – As detailed in 1 but also employment
information and previous address and Landlord reference information, Right to
Rent checks and Immigration status and biometric ID.

• Financial Services department – but also may include sensitive information about
health and financial position.

• All our telephone calls with you will be recorded, which is done for training and
monitoring purposes and to assist in resolving disputes. Call data is not
processed for any other separate purpose and is securely held, with restricted
access to recordings.

We are the controller, and we are also the processor of this information. This data has 
been gathered with your consent from your previous giving of this information, your 
receipt of marketing communications from us, and/or your purchase or interest in our 
products and services. 
You can email our Data Protection Officer at info@ivorytowerlettings.com
Your data will be used to help you in your property transaction or related financial 
services and to help us to continue to provide you with details and information relating to 
our products and services. This is done on the basis that there is a legitimate interest in 
us maintaining this contact or by your continued consent. Should you withdraw your 
consent, your data will then be retained and added to our ‘Unsubscribed User’ lists so 
that we are aware to no longer provide you with details and information relating to our 
products and services. 



The recipients of your data are us and we anticipate that we may need to share personal 
data with third parties only in the interests of facilitating your property or financial 
services transaction. It is not anticipated that there will be any transfers of data to a non-
EU country. Accordingly, it is considered that safeguards for the transfer of data to a third 
country are not necessary. Should this change, you will be notified. 
Your data will be kept until such time that you request you no longer wish for us to 
provide you with details and information relating to our products and services and for a 
further period thereafter of seven years when you have entered any transaction 
managed or facilitated by Ivory Tower Lettings. This period has been set for the protection 
of our organisation in the event of any complaint or claim for breach of contract or 
professional negligence claim and to comply with guidelines set down by The Property 
Ombudsman. If such a claim has been filed, the data will be retained for a period of 
seven years following resolution of that claim and for seven years following the 
resolution of any further claims. This period has been determined for the protection of 
the organisation in the event any professional negligence or breach of contract claims in 
the event we use representation to defend any claims.  
You have the right to be informed of fair processing information with a view to 
transparency of data. This statement is intended to fulfil that right. 
You have the right to access the information we hold. You should make such a request in 
writing to our Data Protection Officer using the above contact information. We shall 
provide the data within 1 month. In exceptional cases we may extend this to 3 months. 
You will be notified within 1 month when we believe this to be an exceptional case 
requiring a longer period of compliance. Where a request is manifestly unfounded or 
excessive we may charge a reasonable fee or refuse the request. In the event of a fee or 
refusal, you will be advised of this and your further rights relating to the fee or refusal. 
You have the right to request the information we hold is rectified if it is inaccurate or 
incomplete. You should contact our Data Protection Officer using the above contact 
information and provide him with the details of any inaccurate or incomplete data. We 
will then ensure that this is amended within one month. We may, in complex cases, 
extend this period to two months. 
You have the right to erasure in the form of deletion or removal of personal data where 
there is no compelling reason for its continued processing. We have the right to refuse to 
erase data where this is necessary in the right of freedom of expression and information, 
to comply with a legal obligation, for the performance of a public interest task, exercise 
of an official authority, for public health purposes in the public interest, for archiving 
purposes in the public interest, scientific research, historical research, statistical 
purposes or the exercise or defence of legal claims. You will be advised of the grounds 
of our refusal should any such request be refused. 
You have the right to restrict our processing of your data where you contest the accuracy 
of the data until the accuracy is verified. You have the right to restrict our processing of 
your data where you object to the processing (where it was necessary for the 
performance of a public interest task or purpose of legitimate interests), and we are 
considering whether our organisation’s legitimate grounds override your interests. You 
have the right to restrict our processing of your data when processing is unlawful, and 
you oppose erasure and request restriction instead. You have the right to restrict our 
processing of your data where we no longer need the data and you require the data to 
establish, exercise or defend a legal claim. You will be advised when we lift a restriction 
on processing. 
You have the right to data portability in that you may obtain and reuse your data for your 
own purposes across different services, from one IT environment to another in a safe and 
secure way, without hindrance to usability. The exact method will change from time to 
time. You will be informed of the mechanism that may be in place should you choose to 
exercise this right. 



Whilst there is no anticipated automated decision making relating to the data you 
provide; you have rights where there is automated decision-making including profiling. 
We may only do this where it is necessary for the entry into or performance of a contract, 
authorised by EU or the UK law or based on your explicit consent. Whilst it is not 
anticipated that this will occur, where it does, we will give you information about this 
processing, introduce to you simple ways for you to request human intervention or 
challenge a decision, and carry out regular checks to ensure that our systems are 
working as intended. 
You have the right to withdraw your consent at any time. 
You have the right to lodge a complaint with a supervisory authority such as the 
Information Commissioner’s Office or any other of our regulators or accreditors that may 
regulate or provide accreditations to us from time to time. We advise that you exhaust 
our internal complaints procedure prior to referring the matter to any supervisory, 
regulatory or accrediting body. A copy of our complaints process is available from our 
website www.ivorytowerlettings.com  
We will share Your personal information with third parties where required by law, where 
it is necessary to administer the working relationship with You, or where we have 
another legitimate interest in doing so. 
” Third parties” includes third-party service providers (contractors and designated 
agents) who will facilitate your property or financial services transaction, such as: 

• Conveyancing partners where you have agreed to be referred to them.
• Other conveyancing businesses in the necessary course of your house purchase

or sale.
• Other professional services such as Structural Engineers, Damp Experts, Timber

Experts, or Chartered Surveyors to facilitate your property or financial services
transaction and where you have given us consent to this.

• Tenant referencing agencies to fulfil your application to rent a property.
• The Deposit Protection Service to secure your deposit or other Deposit Protection

Providers.
• Local Authorities to fulfil our legal obligation to register new tenants for Council

Tax.
• Tradesmen to fulfil our duties to tenants and landlords in the maintenance of their

properties.
• Financial Advisers we may recommend to further your applications for

mortgages, insurances or other financial services to fulfil our contractual
agreements with you or to further your property or financial services transaction.

• Landlords or Lettings Agents where they or you may require a reference with
your consent.

All our third-party service providers are required to take appropriate security measures 
to protect Your personal information in line with our policies. We do not allow our third-
party service providers to use Your personal data for their own purposes. We only 
permit them to process Your personal data for specified purposes and in accordance 
with our instructions. 
We may also need to share Your personal information with a regulator or to otherwise 
comply with the law. 
We reserve the right to update this privacy notice at any time, and we will provide You 
with a new privacy notice when we make any substantial updates. We may also notify 
You in other ways from time to time about the processing of your personal information. 
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